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This paper will examine the approach adopted in the EU Directive on Copyright and Related Rights in the Information Society
 (the Directive) on the very debated issue of the relation between the legal protection of technological measures and exceptions to copyright and related rights. 

The Directive, which is the result of more than three years of negotiations at Community level, is meant to implement most of the provisions of the 1996 “WIPO Copyright Treaty” and “WIPO Performances and Phonograms Treaty” and to pave the way for the ratification of the Treaties by the Community and its Member States. It entered into force on 22nd June 2001 and Member States have been given a period of 18 months from that date (until 22nd December 2002) to implement the Directive into national legislation. At this moment, the implementation process has just started and there is limited guidance as to the approach Member States will take when implementing some of the provisions of the Directive including the one that is the subject of this paper.

We will recall briefly the scope of the protection of technological measures established in the Directive, before examining the approach adopted regarding the relation between such protection and exceptions to rights. 

I. The scope of protection established in the Directive  

This issue is addressed in article 6 paragraphs (1), (2) and (3).  The scope of the protection established is indeed a broad one. Parallel in some basic traits to the approach adopted in the US Digital Millennium Copyright Act (DMCA)
, it has nevertheless some differences, one of the most important being that the same protection is granted to technologies controlling access and to technologies protecting rights (e.g. copy control technology).  Both types of technologies fall under the definition of technological measure established in article 6(3)
, and enjoy the protection established in article 6, paragraphs (1) and (2) of the Directive. At a time where the functions of control of access and control of further use become more and more intertwined, this approach seems a neutral and practical one. Concerns regarding the effects that technology might have over limitations to rights should be addressed by means other than providing a lower degree of protection to the one or the other function of technology. 

The protection established in the Directive is restricted, as in the DMCA, to technology that is deemed to be “effective”. The test of effectiveness is based, again as in the DMCA, in the level of protection achieved by the technology in “the normal course of its operation”
. It will be for the Courts to test the limits of such a concept once it is reflected in the legislation of the different Member States. 

The acts against which protection is granted are: (i) the act of circumvention carried out with “knowledge, or with reasonable grounds to know””
; and (ii) the trafficking (i.e.  “the manufacture, import, distribution, sale, rental, advertisement for sale or rental or possession for commercial purposes”) in circumventing devices, products or components as well as the provision of circumventing services
.

The three alternative criteria laid out to define what circumventing devices and services are follow the wording of the DMCA and cover devices or services which:

“(a) are promoted, advertised or marketed for the purpose of circumvention of, or

 (b) have only a limited commercial significant purpose or use other than to circumvent, or
(c) are primarily designed, produced, adapted or performed for the purpose of enabling or facilitating the circumvention of
any effective technological measures.” 

It would seem that Member States have little option when implementing this particular provision other than to literally copy these three criteria. Again, it will be for the courts to interpret them on the basis of a case-by-case approach.  As with the interpretation of “effective”, there is a risk that courts in different Member States develop diverging case law. Thus, the need for guidance at some point in the future from the European Court of Justice cannot be excluded.

II. The approach adopted regarding the relation between the protection established and exceptions to rights

This matter is addressed in article 6(4) of the Directive.  This is one of the most complicated parts of the Directive and the accompanying recitals (51 to 53) do not cast sufficient light on a number of issues that will be discussed below.

When confronted with the question of the effects that the use of technological measures might have on limitations to rights, the Community was facing a particular difficulty: the fact that limitations to rights remains to a large extent a non harmonized area of Community law
 and that the approach and existing legislation on this matter differs considerably between Member States (and, of course, between the “copyright system” and the “droit d’auteur” system, both represented in the Community). Thus, the establishment of detailed provisions in the Directive to ensure that the benefit of specific exceptions is not prejudiced by the use of technological measures (like the DMCA does, for instance, for non profit libraries, archives and educational institutions) did not seem to be an option. 

In view of this situation, one reasonable approach would have been to refrain from doing anything at this stage and to establish some sort of mechanism to review the situation after a reasonable period of time, once legislation implementing the Directive had been in place and, more importantly, once the use of technological measures had been sufficiently spread for its effects on exceptions to be assessed. This approach would have had the fundamental benefit of ensuring a harmonized solution, as the decision to intervene as well as the scope and modalities of intervention would have been established at Community level. Unfortunately, the solution adopted in article 6(4) is a completely different one, based on the individual intervention (as we will see sometimes compulsory, sometimes optional) of Member States.

In order to examine this provision we will differentiate between the approach adopted vis a vis the use of technological measures and a number of limitations generally understood as pursuing a public policy objective (II.1), the approach adopted as regards to the use of technological measures and private copying (II.2) and the specific treatment of “on line” uses (II.3). 

But, before entering into the details of art. 6(4), lets see which are its main characteristics: 

· Not all exceptions to rights are covered. It is not clear whether the reason for this is the assumption that not all exceptions are potentially “at risk” by the deployment of technological measures or the decision to only cover those exceptions which are considered to be most important in Member States’ legislation;

· Somehow a “hierarchy” between certain exceptions with a “public policy objective” and private copying is established. Member States are obliged to intervene if the benefit of the former category is impaired by technological measures. Member States can chose whether to intervene or not in the case of impairment of private copying;

· Voluntary measures and agreements are considered the best mean to address any possible tension between the use of technological measures and the benefit of exceptions. The need to leave time for parties to agree before government intervention is also recognized;

· It is recognized that if there is a need for Member States to intervene to prevent the impairment of exceptions by the use of technological measures such intervention cannot weaken the effective protection of technological measures (which is the danger if countries address this issue by allowing circumvention or the development of a market in circumventing devices). Thus, EU countries can intervene vis à vis right holders and technology but not vis à vis the legal protection of technological measures;

· The need to ensure full protection of technological measures in the case of works and other subject matter made available to the public via digital networks is recognized.

II.1 The approach as regards to certain exceptions generally understood as pursuing a “public policy objective” 

The first subparagraph of article 6(4) reads as follows:

“Notwithstanding the legal protection provided for in paragraph 1, in the absence of voluntary measures taken by right holders, including agreements between right holders and other parties concerned, Member States shall take appropriate measures to ensure that right holders make available to the beneficiary of an exception or limitation provided for in national law in accordance with Article 5(2)(a), 2(c), 2(d), 2(e), 3(b) or 3(e) the means of benefiting from that exception or limitation or limitation and where that beneficiary has legal access to the protected work or subject-matter concerned.”

The exceptions
 referred to are as follows:

Exceptions to the reproduction right only
:

· Reprography;

· Reproductions made by publicly accessible libraries, educational establishments or museums and archives;

· Certain ephemeral recordings made by broadcasters;

· Reproductions of broadcasts made by certain social institutions. 

Exceptions to the reproduction or communication to the public rights:

· For the purpose of illustration for teaching or scientific research;

· For the benefit of people with a disability;

· For public security reasons (and also to facilitate administrative, parliamentary or judicial procedures).

It should be stressed that, on the basis of article 5 of the Directive, all of these exceptions are optional. It is up to Member States to decide whether to maintain (or introduce) all or any of them into their national laws and whether, if they do so, they want to define a narrower scope of application than the one allowed for in the Directive (e.g. provide for limitations for the benefit of libraries but not of educational establishments).  Already now, certain of the exceptions are not to be found in all 15 Member States laws (e.g. reproductions of broadcasts by non profit social institutions) and have a very different scope of application (e.g. educational establishments and research). 

If the exceptions exist in national law, the obligation established in the first sub-paragraph of article 6(4) seems relatively clear: in the absence of voluntary measures taken by right holders, and if the enjoyment of the exceptions is prevented by the use of technological measures, Member States have to intervene. 

It is less clear how this is going to work in practice.

What can right holders do?

In each country, right holders are going to have to assess their situation on the basis of the scope of the exceptions on which intervention of the governments is to be expected.

The need to take measures will only arise if and when beneficiaries of an exception cannot enjoy it because of the use of technological measures
. This is much further away and a less likely situation that many have tried to portray. Not only is the deployment of technological measures just starting in the case of most works and other protected matters but also they are being introduced for specific formats and services only. Thus, the effect of technological measures on the market is going to be a slow and gradual process. Most content will remain for a long time unprotected and new protected formats (e.g. e-books, next generation CDs) will exist alongside non protected formats (e.g. paper books, the vast majority of CDs). Moreover, the deployment of technological measures will not necessarily result in an impairment of exceptions. This will depend, at least, on the usage rules incorporated in the technological measures and on the availability of the content in unprotected forms. It will also depend on the scope of exceptions in national law. 

If the situation was to arise, the directive does not provide any guidance as to the possible measures to be taken by right holders. If one is to assume that the objective is to make possible for beneficiaries of an exception to continue to benefit from it, without prejudicing the use of technological measures, the most advisable course of action would seem to be the conclusion of agreements between right holders and beneficiaries of exceptions.

It will not always be easy however to define the parties with whom to negotiate and conclude such agreements. While the identity of some of the categories of beneficiaries of exceptions may be relatively straightforward (e.g. broadcasters) others are more complicated as they are not a clearly determined category (e.g. “non profit social institutions”) or they are dependent on the purpose of the act and not the identity of the actor (e.g. exceptions for non commercial scientific research purposes). Thus, while the establishment of a dialogue between, say public libraries and publishers of scientific journals, seems feasible, there will be other instances where the establishment of an all encompassing dialogue with the beneficiaries of a particular exception will be more difficult.

The shape and content of possible agreements remains to be seen. One could think of specific licensing agreements with certain categories or beneficiaries of exceptions or the provision of content in a format with no technological protection or (more likely) with technological protection that incorporates different usage rules.

Whatever the outcome, it seems clear that a “one fits all” solution will not be possible. Different solutions will be required for different categories of exceptions. It would also seem advisable for right holders to see means to maintain an open channel of communication with beneficiaries of the exceptions.

What do Member States have to do?
This question is even more difficult to answer than the previous one.

As a preliminary issue, one needs to stress the fact that many of the exceptions recognized in current legislation need to be assessed in light of digital technology and networks (e.g. exceptions to the act of communication to the public in relation to libraries) and of the Berne “three step test” which, after its inclusion in the TRIPs Agreements, the WCT and the WPPT, is now of general application. A careful “translation” of exceptions to the digital environment is required. 
The Directive seems to impose an obligation on Member States to “promote voluntary measures taken by right holders, including the conclusion and implementation of agreements between right holders and other parties concerned”.
 It also requires leaving “a reasonable period of time” 
 for right holders to develop voluntary measures before Member States’ intervention. One would think that such a reasonable period of time should only start to count the moment where technological measures are sufficiently spread and have a negative impact on beneficiaries of exceptions.

The nature of Member States’ intervention remains completely open. The Directive just refers to “modifying an implemented technological measure” or “other means”
. It is not easy to see which form intervention may take. The consequences of government dictating changes in technology might have far reaching consequences not only for right holders and new business models but also for technology companies, hardware and consumer goods manufacturers. 

All in all, the most disturbing feature of the system established here is the strong likelihood that intervention by Member States differs in time, scope and means. This in turn may have a negative effect on the European Internal Market, in particular the free circulation of goods and services. We will see a clear example of such potential problems in the next section 

II.2 The approach as regards to private copying

The second paragraph of art. 6(4) reads as follows:

“A Member State may also take such measures in respect of a beneficiary of an exception or limitation provided for in accordance with Article 5(2)(b), unless reproduction for private use has already been made possible by right holders to the extent necessary to benefit from the exception or limitation concerned and in accordance with the provisions of Article 5(2)(b) and 5, without preventing right holders from adopting adequate measures regarding the number of reproductions in accordance with these measures.”

Reproductions for private use are allegedly the most contentious and difficult to harmonize of copyright exceptions in the EU
. What should be seen as an exception to a right is perceived now by many as a “user right”
. The lack of a re-assessment at European level of the private copying exceptions in light of the digital environment is particularly regrettable as its implications are far greater than those of any other exception.  

The system established in the Directive for private copying exceptions is to a large extent parallel to the one established for “public policy” exceptions
 but it has a major difference: Member States are left with the option to intervene or not to ensure that private copying is not prevented by technological measures. The same questions that were examined in the prior section (as regards to both the options for right holders and for Member States) arise here with an added element of incertitude created by the fact that Member States may or may not intervene. 

The effects of Member States’ intervention as regards to copy control technology could be very negative. Control of private copying is key for the fight against piracy (in particular on-line piracy) and for the development of new businesses models (e.g. pay per listen, pay to keep for a week, etc). The potential effects on the Internal Market are also worrying. Take the hypothetical where Member State X decides not to act and a format (e.g. a DVD audio) with restricted private copying possibilities is put on the market (for instance, only one copy of digital quality). At the same time, Member State Y decides to act and right holders are obliged to modify the technology applied to the DVD so as to allow for three private copies. It is difficult to see how Member States could intervene to stop the free circulation in the Internal Market of the DVDs with different usage rules. At the same time this would lead to a distortion of the market and will prejudice any efforts by right holders to control piracy or develop new business (exactly the same hypothetical could be used in the case of cross-border services, e.g. streaming, based on conditional access technology
). 

II. 3 The approach as regards to on-line uses

The fourth sub-paragraph of article 6 (4) reads as follows:

“The provisions of the first and second subparagraphs shall not apply to works or other subject-matter made available to the public on agreed contractual terms in such a way that members of the public may access them from a place and at a time individually chosen by them.”

This provision limits the possibility for Member States to intervene in the “on-line” environment. It also means that in those cases where Member States cannot intervene, the Directive assures a total preeminence of technological measures over exceptions. The reason given in the Directive for this is the need to “ensure a secure environment for the provision of interactive on-demand services”
. This is a somewhat disturbing explanation, as it seems to imply that the possibility of intervention vis a vis technological measures used in the “off-line” environment may lead to a less secure environment.
The problem here resides in defining the exact scope of the “carve out” from Member States’ intervention. Such scope will depend, in turn, on the scope of the ”making available right” and the understanding of the expression “on agreed contractual terms”.

The fourth sub-paragraph of article 6 (4) uses the wording of the “making available right” (as established in the WIPO Treaties and in article 3 of the Directive) to define the type of services where right holders remain free to use whatever technological measures and usage rules they chose to. The problem is that the question of the scope of the “making available right” is not settled at Community level (the Directive simply follows the exact wording of the WIPO Treaties) and remains to be tested. Thus, the extent to which technological measures used to protect content streamed over the Internet (e.g. webcasting) are beyond government intervention is not clear. 

It is not easy to ascertain either the reasons behind the inclusion of the words “on agreed contractual terms” in the provision we are examining. It is not clear whether the idea here was to leave “a door open” for possible consumer claims (maybe based on the lack of negotiation in certain types of mass-market contracts or in legislation dealing with unfair terms in consumer contracts).

III. Some tentative conclusions

All in all, paragraphs (1), (2) and (3) of article 6 seem to establish a broad scope of protection of the technological measures used by right holders to protect works and other subject matters, and when doing so it achieves two important objectives:

· An acceptable degree of legal certainty as to the type of technologies protected, the type of activities outlawed and the type of devices that are likely to be considered circumventing.  

· An acceptable level of harmonization through the Community, as these articles leave little room for maneuver for Member States and it is to be expected that national implementing legislation will closely follow their wording.

It is clear however that the complexity of the concepts underlying this type of protection may require that some of them are “tested” by the courts (for instance, the cases where serious questions are raised as regards to the effectiveness of the technological measures, or where the “commercially significant purpose or use” of certain devices is difficult to assess).    

Article 6(4) however gives rise to a number of difficulties arising mainly from:

· The fact that the directive is based on the individual (and not necessarily coordinated) intervention of Member States; 

· The fact that the Directive does not provide for a meaningful harmonization of exceptions to rights, 
· The lack of definition of the exact circumstances under which Member States must/may intervene, and 

· The uncertainty as regards to the type of services that are beyond Member States’ intervention.

The legal uncertainty resulting from article 6(4), as well as its potential negative effects on the protection of rights, the development of business models and technology and the functioning of the European Internal Market are regrettable. They are at the same time the best reason for right holders and for industry to adopt a reasonable approach in the implementation and use of technological measures.

�  The views expressed in this paper are strictly those of the author and constituted the basis for her intervention on the topic “The scope of the prohibition on circumvention of access and/or rights controls; exceptions and limitations” during the ALAI congress 2001 at Columbia University School of Law. 


� Directive 2001/29/EC of 22 May 2001, on the harmonisation of certain aspects of copyright and related rights in the information society. OJ L 167/10 of 22.6.2001. 


� Digital Millennium Copyright Act, Pub. L. No. 105-304, 112 Stat. 2860, 2887, enacted on 28th October 1998.


�  Article 6(3) refers to “…any technology, device or component that, in the normal course of its operation, is designed to prevent or restrict acts, in respect of works or other subject matter, which are not authorized by the right holder…”      


� Article 6(3) makes the reference to “in the normal course of its operation” in its first part when establishing the definition of “technological measure”. It would have been more logical to have such reference in its second part where the term “effective” is defined. 


� Article 6(1).


� Article 6(2).


� Article 6(2).


� Directive 91/250 of 14 May 1991 on the legal protection of computer programs (OJ L 122/42 from 17.5.91) and, to a lesser extent Directive 96/9/EC of 11 March 1996 on the legal protection of databases (OJ L 077/20 of, 27.3.96) provide for harmonisation of the limitations that Member States can establish on rights regarding computer programs and data bases. The new Directive has, in its article 5(1), achieved harmonisation as regards to the temporary acts of reproduction that are exempted from the reproduction right and as regards to the list of exceptions that can be reflected in Member States. 


However, taking into account that:


Article 5 paragraphs (2), (3), and (4) contains19 optional exceptions to the rights of reproduction and distribution, of which 14 can also be applied to the rights of communication to the public and “making available”, plus a “grand fathering clause” for existing minor exceptions applying to analogue uses, and


The scope of application of the exceptions (including the determination of beneficiaries and the systems to ensure “fair compensation” to right holders when that is required) may also vary considerably from Member State to Member State 


one has to, unfortunately, conclude that limitations and exceptions to rights are largely non harmonised at Community level.


� All the exceptions are subject to some conditions (e.g. non-profit purpose of the activity, fair compensation requirement) and, most importantly, need to comply with the “three step test” (see Article 5(5)). 


� On the basis of article 5(4) this can also be extended to the right of distribution if required to ensure the functioning of an exception to the reproduction right. 


� On the basis of article 6(4) the beneficiary of the exception needs to have legal access to the protected work or subject matter before being able to claim the benefit of the exception.


� Recital (51)


� Recital (51)





� Recital (51): “…Member Sates should take appropriate measures to ensure that right holders provide beneficiaries of such exceptions or limitations with appropriate means of benefiting from them, by modifying an implemented technological measure or by other means.”  


� The majority of European countries (all but the UK and Ireland) have a general exception to the reproduction right with regard to copies made for private use. However, the wording of such an exception differs and, most importantly, there are important differences in the interpretation of the scope of the exception (e.g. the amount of copies that fall within the limits of private use).  


� The existence of private copying levies (and its current expansion to digital media) reinforces that impression and makes the situation even more complicated.


� It is interesting to note that the requirement of “legal access” is missing in the second paragraph of article 6(4). The reasons behind this are not clear although it could reflect a debate currently going on in some Member States as regards to the qualification of private copies made from illegal sources.


� Very interesting questions arise as regards to the effect on this case of the protection established in Directive 98/84/EC of 20 November 1998 on the legal protection of services based on, or consisting of, conditional access. OJ L 320/54 of 28.11.98. Their discussion however goes beyond the scope of this exercise.


� Recital (53).





